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* The Moles Will Always Be With Us

By Robert M. Gates

COLLEGE STATION, Texas
here is nothing more
painful for the men and
women entrusted with
the security of our
country than learning
that one of their own

has betrayed them and their country.
No part of our government is immune
to such treachery, no matter how
thorough an organization’s security
and vetting procedures.

Robert M. Gates served as deputy
director of the Central Intelligence
Agency under President Ronald Rea-
gan and as C.LA. director under
President George H, W. Bush.

The arrest for espionage of Robert
Philip Hanssen, a longtime counter-
intelligence officer at the Federal
Bureau of Investigation, has prompt-
ed many questions. Above all, how
could the spying attributed to him
continue for 15 years without detec-
tion?

The question will undoubtedly be
investigated by a number of panels
and Congressional committees. And,
with the clarity of perfect hindsight,
if past experience is any guide, previ-
ously unnoticed clues will be found
that if detected earlier might have
led to a more timely identification
and arrest.

But, unlike Aldrich Ames, who as a
spy for the Soviets engaged in behav-
ior that should have raised suspicion
early on, Mr. Hanssen, according to

In war or peace,
nations must guard
their secrets.

the F.B.L, apparently used his train-
ing as a counterintelligence officer to
protect himself. He never displayed
any outward sign he was receiving
large amounts of cash, never met
with his Russian handlers, never told
the Russians his true identity, and
constantly used his access to F.B.L.
files to monitor whether he was be-
ing investigated.

A careful spy who knows all of the
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Art’s Cold Welcome on the Web

By Paulina Borsook

Santa Cruz, Calif.
n the whole foofaraw around
Napster, what mostly got lost
was the artists. They are the
Belgians of this controversy,
trampled by armies heading
someplace else. Now the In-
formation Wants to Be Free hipsters
battle the mercantilists (AOL Time
Warner), who feel their copyright
extends to “all media known and
unknown throughout the universe,”
as the legal phrase goes. And no one
is really that concerned about the
actual creators of intellectual prop-
erty.

The arguments supporting Nap-
ster came from the Internet’s time-
honored culture of information-shar-
ing and open communication — al-
though this cultural tradition, sadly,
has less and less application in the
corporatized Net of 2001. Undergrad-
uates rallying for Napster at famous-
ly socially concerned campuses
seemed more preoccupied by the
First Amendment, and by their age-
appropriate critique of corporate en-
tertainment monsters, than by the
ieed to think hard about how artists
should be compensated in the age of
effortless digital reproduction.

There seems to be a conceptual

Paulina Borsook is author of “Cyber-
selfish: A Critical Romp Through the
Terribly Libertarian Culture of High
Tech.”

confusion in the minds of Internet
kids. True, the copyright holder may
be giant Bertelsmann or oligopolistic
Disney, not the singer-songwriter
who created a work, Nevertheless
the complex ongoing legal and moral
fights about whether and how artists
get control over, and compensation
for, their work should provoke some
righteous indignation on campus. Af-
ter all, it's the students’ cultural fu-
ture that’s being fought for.
Struggles for fair compensation

An ethic of free
content shoves the
creators aside.

are not fun, sexy or easy to solve.
Proposals for pay-per-use and licens-
ing schemes have been knocking
around Net culture for years, but not
much has happened with them, not
least because implementation isn’t
easy. The larger problem, though, is
the idea that somehow on the Net
nothing created should be paid for.
That’s a long-lived Net cultural bias,
and it is not going away.

Suggested revenue models for
making money on the Net trickle up
from the software industry: you give
away the intellectual property, then
make your money in services and

customization. These models simply
don’t make sense when talking about
a great riff, an evocative piece of
photojournalism or a work of fiction
good enough to anthologize in the
world of dead trees, Art is not infor-
mation. Art is precisely that which
can last and last — whereas nothing
dates faster than a revision to a piece
of software. Art needs protection and
revenue-generation possibilities that
are different from what makes sense
with software.

Perhaps a good outcome from the
Napster decision will be that the
record companies finally do figure
out a way to implement a royalty
structure like those Ascap and BMI
use (o compensate musicians and
songwriters for performances and
recordings of their works. In the hy-
pothetical Celestial Jukebox, much
bruited about in Net music circles,
folks would be able, for a reasonable
fee, to access any music they liked on
the NeL.

But the larger problem remains: a
mindset that holds that creators
shouldn’t be compensated for their
work, that all human creation is the
equivalent of a Web log by a hobbyist
with a day job. Members of the Net
community, whether born in 1954 or
1986, will pretty much always rally to
oppose censorship. But don’t expect
those same Netizens to consider au-
thorship of a work of art on the Net to
be important — or to pay for online
content. ]

tricks of the counterintelligence 1
world can be very difficult to identi-

fy. This is especially so in organiza-
tions like the military, the F.B.1. and

the C.I.LA., where colleagues place M(.;l
enormous trust in one another. Im- A)
proving counterintelligence — find- B)
ing spies or “moles” — has been a )

special focus and priority for both 1
the F.B.L. and the C.LA, especially local
after Aldrich Ames was arrested in

1993. Subsequently, cooperation be- it;:lﬁj
tween the two agencies improved 2)
dramatically; both became more re- rUE‘k |
alistic about the possibility of pene- he Lo
tration by a foreign intelligence serv- Nortt
ice. -
And yet ... it still took years to thf}[ :
identify Mr. Hanssen as a possible for )U
spy. As is Washington's way, fingers perce
of blame will be pointed — perhaps 4
deservedly. After all, we can always Siit'o
do better. But we must be realistic. ftE Hi
In any democratic society, counter- .
intelligence is decidedly difficult and 5) !
will never be perfect. It wasn't per- |, o
fect in the totalitarian Soviet Union,  jo
and it certainly won’t be in America. 6)
As Richard Helms, the former g5
C.LA. director, told me when I be- 7
came director, ““Never go home at eight

night without wondering where the (Al
mole is.”” There will always be a tiny
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number who betray the trust. Catch- “;l;l
ing them early is critical, but catch- g
ing them at all will almost always be  pymi
hard. the b
Espionage did not begin or end e
with the cold war, There will always  rajay;
be moles because governments will  guier
always want to know what other gov-  gjye |

ernments are up to. From the Ameri- Bul

can perspective, we still live in a  gphou
world of terrorists, weapons of mass pard
destruction, despots with aggressive drug
ambitions, and ethnic cleansing. pale

While our national exisience is no and |
longer at risk, as during the cold war, s3]
the government’s ability o protect (hist
us and our interests around the world — |ary

is always at risk. Intelligence about  thyoy
those risks will always be a priority  “*sho

for the government, just as it will be  point
for most other governments. Mr

However, those other govern- nothi
ments face an interesting paradox. had i
Many intelligence targets are endur-  back.
ing. Nonetheless, in a new global spok
environment, in which the American  have
government ever more widely a sin
shares its intelligence and its mili- Po
tary technologies, foreign govern- must
ments may find that at times their the C
right hands are paying spies for priva
stealing what their left hands are A for
receiving openly and officially from tried
Washington, In the meantime, the pard
hunt for the rare American betrayer lary
must continue, with the F.B.IL. and loop,
C.ILA. working together. O like ¢
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